GDPR COMPLIANCE
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KAK Mbl PABOTAEM?

1. M3y4yaeM kenc. GDPR AypauT nokasbiBaeT KapTuHY (initial data map) v no3sonsgeT cocTaBUTb
naaH npurBeeHus npoueccos B cootTeeTcTBre ¢ GDPR.

2. GDPR lNnaH onpegensgeT ckoyn AasbHenWwmx paboT.

3. Janee perynupyemM BHYTpeHHUW compliance: onpefenseM OCHoBaHUA /19 06paboTku
NnepcoHasibHbIX JaHHbIX, PON U KOMNETEHUMK, NnpopabaTtbiBaeM HeobxoammocTs DPIA, DPO,
BOMPOCHI 6e30MacHOCTU [aHHbIX B KOMMaHUWM U LOEUCTBMA MpW BO3MOXXHOW YyTeyke
nHbopmMaLmu.

4. Takke perynvpyemMm OTHOWeEHWA ¢ data subjects: cosgaeM privacy noautuku 1 6epem
cornacusa Ha 06paboTKy AaHHbIX, @ TaKXKe peanusyeM npasa rnosb3oBaTenen.

5. Perynvpyem OTHOWeHMS C KOHTpareHTamu: cosfaeM nonmtuku un Data processing
agreements.

6. HdemoHcTpupyeM accountability: cospgaem compliance data mapping n compliance

presentation.
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Mpouecc poctmxeHnsa GDPR compliance MOXXHO pasaenuTb Ha cnepylowue STanbl:

I.GDPR AYOWUT

B pesynbTate ayauTta paspabaTbiBaeTCs KapTa ABMIKEHWS MEPCOHasbHbBIX AAHHbBIX M FOTOBUTCA

gap assessment - AOKYMEHT, onpefensiowmii, Yero UMEHHO He XBaTaeT KOMMaHWW a1

cooTtBeTCTBMA HOpMaM GDPR B paMkax KOHKPETHbIX 61U3HEC-MPOLLECCOB.

Il. GDPR NNAH
(COMPLIANCE INITIATION)

B COOTBETCTBUM C pe3yNbTaTOM ayanTa OCYLLECTBASETCA MIAaHMPOBAHME KOHKPETHbIX LWAroB no
noctmxeHnio GDPR compliance.

XapaKkTepHble JOKYMEHTbI:
Compliance Project Initiation Document
Preparation Project Plan

Gap Assessment (in the result of audit)
Compliance Evidence

Internal Audit Procedure




I1l. BHYTPEHHUW COMPLIANCE:

® Data collection and transfer control

OnpeﬂenﬂeM. Kak MMEeHHO 1 Ha KakKOM
OCHOBaHMM co6Mpar0ch nepcoHalibHble
OaHHble, KaK O/ITO OHU XPaHATCA, Kakune

onepaunn C AaHHbIMM MPOBOAATCA.

® Roles and responsibilities
Onpepengem ponu KaK4oro n3

COTPYAHMKOB / yypeantenen KomnaHum

B 0bpaboTke MNepCoHasbHbIX  OAHHbIX,

yCTaHaB/IMBaEM

YPOBEHb AOCTYNa,

HeO6XO,£I,l/IMOCTb MOBbILLEeHNA KBaI'Il/ICI)I/IKaLLMI/I

® DPIA & DPO
OnpepensgemM HeobxoAMMOCTb MPOBEAEHMS
DPIA 1 Ha3HaveHusa DPO.

® Security of personal data
OnpegengemM pexxmm 3awuTtbl MHGOPMALUK

B KOMIMNaHMN.

® Personal Data Breach Procedure
OnpepgendemM anropuUt™M LeUCTBUW B Clyvae
YTEYKN NePCOHaNbHbIX AaHHbIX
(Data breach)

XapaKkTepHble fOKYMEHTbI:

Personal Data Mapping Procedure

Annex A1 Personal Data Capture Form
(users as data subjects)

Annex A2. Personal Data Capture Form
(employees as data subjects)

Annex B. Records of Processing Activities
Records Retention and Protection Policy
International Transfer Procedure

XapakTepHble LOKYMEHTbI:

Roles and Responsibilities
Competence Development Procedure
Information Security  Awareness
Training (ENG/RUS)

Handbook for Employee

Access Control Policy

XapakTepHble LOKYMEHTbI:
DPIA necessity report

DPIA Procedure

DPIA Report

DPO necessity report

XapakTepHble JOKYMEHTbI:

Information Security Policy

Information Security Incident Response
Procedure

XapaKkTepHble fJOKYMEHTbI:

Personal Data Breach Notification Procedure
Personal Data Breach Notification Form
Personal Data Breach Register



IV. PETYJIUPYEM OTHOLUEHMUA
C NOJIb3OBATENAMM:

Privacy policy documents

[OTOBUM OOKYMEHTbl  A/14 nosib3oBaTenien - MNOJINTUKMN,
cornacua Ha o6pa60TKy NepCoOHasibHbIX AAHHbIX,
ﬂ,OCTyI'IHO n MNPOCTbIM A3bIKOM paCCKa3blBaeM

NONb30BATENAM 00 X npaBax.

XapakTepHble fOKYMEHTbI:
Privacy Policy

Privacy Notice Procedure
Cookies Policy

Consent form

Cookies Consent Form

Rights of data subjects

Onpepgensem npoueaypsl 1 GopMbl 4Ng peanmsaumm npaB Cy6bekToB NepCcoHaNbHbIX AAHHbIX,

BeAeHWs yyeTa o6palleHmi,

XapaKTepHble JOKYMEHTbI:
Request and Complaints Procedure
Request and Complaints Form

Request and Complaints Register



V. PETYJIUPYEM OTHOLWUEHWA
C KOHTPATEHTAMM:

Data transfer policies & Data processing agreements
OnpepenseM TpeboBaHWS K KOHTPAreHTaM KOMMaHuu A0S BO3MOXHOCTW — nepefayu

nepCoHa/ibHbIX AaHHbLIX N TOTOBMM OOMOBOPAa, HeO6XO,EI,l/IMbIe 015t TaKoM nepenayn

XapakTepHble fOKYMEHTbI:
Supplier Assessment Procedure
Controller-Processor Agreement Policy

Data Processing Agreement

Vi. AEMOHCTPUPYEM
COOTBETCTBUE GDPR:

Compliance data flow diagram & GDPR compliance presentation
Co3fgaeM KapTy ABMXKEHWUS MOTOKOB MEPCOHA/bHBLIX AAHHbIX, OODBACHAS MNPABOBbIE ACMEKTHI
KaXXOOro M3 3TanoB ABMXKEHMUS TakMX AaHHbIX B paMkax GU3HEC-MPOLLECCOB KOMMaHUM. Takke

cosfaeM npeseHTauuio, aeMoHcTpupytowyto GDPR compliance.

XapaKTeprle AOKYMEHTbI:

Data Flow Diagram Initial Mapping

Compliance Data Mapping O
Evidence of Compliance presentation



MOYEMY Mbl?

Haww akcneptbl no GDPR:

KaTtepuHa ly6ac Tapaciok AHTOH Fonop AnekcaHap

Head of GDPR Managing Senior
Department partner Privacy Lawyer
(o) :
- Outsourcing legal company by Clutch
5+ NET opuandYeckon nogaep>kkn IT koMnaHum
1 8 NPOBEPEHHbLIX 1 BEPUPULIMPOBAHHbBIX

[eTan3npOBaHHbIX OT3bIBOB O Halwemn paboTte Ha Clutch.

250 + KIMeHToB B chepe IT npasa, cpeam KOTOpbIX T KOMNaH1K
M3 15+ CTPaH, B YaCcTHOCTKN — CoenMHEeHHbIX LLTaTos,

BenukobputaHuu, CuHranypa, M3pawns v LLsenuapum.

Bbyaem paabl coTpyaHuyatb ¢ Bamu!

[na Hayana paboTbl 3aN0/HUTE, MOXKANYUCTA, NpeaBapUTesibHbIN ONpPocHUK! ;)

C yBaxeHueM, KomaHga Legal IT Group.
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https://docs.google.com/forms/d/e/1FAIpQLSdgigl9p_HBHN0EbtS8bzuTBzmWb2f78oxZYxLhDLlet8s0ag/viewform
https://clutch.co/bpo/legal-outsourcing/leaders-matrix
https://clutch.co/profile/legal-it-group

